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MEMORANDUM FOR: Director of Centra] Intelligence 

Graham A1 1 i son 

Guidelines for CIA Foreign Intelligenc e A ctiviti es: 
An Overview of the Forest 


Better late than never--I hope. In any case, I am sorry that this is 
so late. 

This memo summarizes my response to your assignment: to explore 
whether it is possible to devise useful guidelines for the Intelligence 
community's activities abroad. As your last memo emphasized, this 
question applies both to clandestine collection and to covert action. 

The delay in my response to your assignment resulted not only from 
the time-consuming demands of learning my new job as Dean. Lven more 
important has been the extraordinary difficulty of this assignment. _ At 
first, I thought the difficulty stemmed largely from my lack of familiarity 
with the community. But as I've talked to hundreds of people within and 
without who don't suffer this handicap, I have concluded that the problem 
is much deeper. It is relatively easy to take any single tree or other, _ 
and develop the case for pruning it, or fertilizing it, or even cutting it 
down. The hardest problem is to step back from the trees and get a broad 
view of the forest. 

My "report" attempts to present an overview of the forest and problems 
of forest management. This memo extracts seven major ideas or points that 
are presented in a lengthier, and more orderly form in the report. 

1 * Your first question is: is it possible to devise usef ul 

guidelines for the intelligence community's activ ities ^abroad? 

Many people at CIA and elsewhere argue: no. For 
example. Ambassador Harlan Cleveland stated this 
view clearly at the Agency last year: "A written 
co de of ethics can never be comprehensive enough 
/^Bf^suttTTenough to be satisfactory to guide 
personal behavior as a public servant- General 
prescriptions, whether in the form of dos or don ts, 
are bound to be so general as to be useless or so 
specific as to be unworkable." 

— My unambiguous answer to the question about guidelines 
is: yes. 


FROM 

SUBJECT 
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2 . 


ApprQ^d^^i^ftacKia^^^^-ftbiSi^^&oosooosoose-? 

of devising useful ^f^^el ines now exist : 
simple and clear. SL ' ' h or assembled, in 

Though nowhere stated s > laW> executive 

-asrasu . 

tha^provi des useful direction to, and restrict.ons 

on Agency activity. 

»n„ are we Intereste djn^ «d£-SL^O^'- 
The point is not prinnar- 

constrain bad tehavl ? r -,Mic discussion is based, 
on which much current public discuss 

the objective of the exercise is not 

or drug a rogue elephant. 

The point is to help motivate shape, .an^constraih 

the behavior of pro[ easl °" a ,J tnrr . confidence 
community in ways that wil rfl^—^ en coura ge 

“ in " portB " t 

profession. 

Especially liSe^f^cifn of 

gui del ines ^ "STtX. positive side the purpose « to 

inspire intelligence professionals^ perfoming 0 

inventiveness, and e - tica -j functions, while 

of the most difficult and critical^ 

assuring relevant pub! i a ° tivity ^ Negatively * 

lawfulness of ^ to restrain behavior from violating 
the purpose is to rescrai i 

basic rights and otter values. 



3 . 


A System of Guideline ^ 


. +Q mii dpi ines will contain a list 
While any effort to write 9 a f 0 ne. In fact, it is 

dos and don’ts, that code will n( ?t sta system of guidelines 

'one element in a -system- of flui deling. TJn. ^ # * for 

•■} udes not only a clear statement ° -^- for enforcing, compliance, 

llxllfi T ndent process for overseeuR the conmunity-s practices, 
i an independent process rur 

.. m .. rv 4 pw is organized around this 
__ M y presentation of an overview 

ncept of a ^t^m_of_gulde^^ _ 

y . . n1ot +n soecific guidelines and 

- Rules (from aeneral principle ^ 
perhaps even a formal coae oi 


a Process for Apfil nM the RuleS ‘ # 
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-- A Process for Overseeing Practice in Rule-Writing, 
Application, and Enforcement. 


4 . The L a rger System of Which Gu i de 1 i nes_Are a_F J aj't 

The system of guidelines on which rny assignment focuses 
is but one part of an even larger conglomerate of the functions 
that shape, motivate, and restrain behavior of individuals in an 
organization. The larger conglomerate is called by my colleagues 
at the Kennedy School a "personnel management system, chough at 
doesn’t have much to do with what ordinary personnel officers^ 
think about. This larger system encompasses the array of activities 
from recruitment, selection, socialization, and training of entrants 
in the organization through assignment, career development, continuing 
education, rewards and punishments, to exit--all of which shapes, 
motivates, and restrains the behavior of individual members of the 
organization. As part of the total "personnel management system, 
a system of guidelines is important. . Standing alone, its erfect^ 
on the behavior of individuals will be quite limited. In comparison 
with other elements of the total "personnel management system, 
the system of guidelines may be less important than various other 

components. 

This larger "personnel management system" is 
bevo nd my assignment here. As. you know from the 
<garTi er memo Andy Marshal i ahcr“I sen t I have 

varTour~ 7tews : , : and strong Tee T4ngy-atrOTIuchat larger 
system, especially as it relates to the production 
of first-rate analysis. 



5. General Principles 

For the system of guidelines on wntch this assignment 
focuses, the most important element is the big picture: general 
principles within which more specific guidelines and processes 
are established. 

jn py view, the fundamental principle is that the 

President (and government) should not undertake 
actions in secret that c^iLld... 
f,o defended tn the Amezaca n mdjLuc-and^^ 
test of political viability ^.. 

Because cl andesti mT~acti v i ty cannot be subjected 
to the normal test of open pub! ic debate, the 
institutional challenge is to devise an 
appropriate surro gate process that engages surrogates 
for the interests that would participate in full 
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public discussion, involves ’ ’ - ongoing 

disciplined private review ° f P -ir ^support in ways 
covert actions, and requires -j iLp.ocrat-ic 

substantially equivalent to the normal cv 

test of public support. 

. n „ nrP cs in our society 
- The paradigm of » 5Ur ™^‘® f 

is the mecham sm_j foti_balMiXJJi8-^ ^he need t$ 
c:o n s 1 1 1 u 1 1 

acquire informa tion that may p - citizens can 
Ho^TthiT^if Wiretaps on f "issued a 
be authorized only after a cour cause ' to believe 
warrant on the basis of P™ bab ! n1na j activity, 
an individual is engaged in crirnma 

6. S pecific Guidelines Are A_CarL^t^^ 4 S 

— Lengthy, and perhaps endless a ^^fi ^ prohibition- 
on both sides of almost every specitic f 

_ » . , . r . even permi ssi bl e 

-- Within limits, what is su ] bab J? C u msta nces. For example, 
will vary substantially with cir gn peacetime, 
measures that should not e u permissible 

or against a democratic state, niay .^ ^ aga1nst 

during actual or tbreate p^^^ud^-J 3 Ust therefore 
a totalitarian regime and to 

modi ferules a^ proced^s^S^- d ™ 8e ' 

- Because of the e^raordinary arra^of^possiblitses, 

it would seem best to state g ,/ k |„ a uroceii 

that caElure^rSJSly^ |£e S e general principles 
for making ejcce^tions to tnese .a 
where exceptions are justified. 

_ ■-'fir' issues, I recommend 

. Thus, across the- array 

ai^rrcK*.- - - -* 

in extraordinary situations. 

, , - t u a t Kroth as a matter of 
This leads me t° be ^ eve , 

ssz i a «^a sgt«g8sys=sg~ 
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Current AssTg nmgrrt 

,, thp n resent, loosely organized 
As you know very well, th P - id and substantial 

-system of guidelines- ns now It is 

change. This change proceeds ap< a ^» J s by NSC or justice 

initiated sometimes by Cong r cg , add ressed by the second 

(as in the long Inst o P . , sometimes by the Agency 

half of PRM-1 1 and its follow- on) and s« ^ determine> this 

itself. But as far as d by ' an y comprehensive overview 

process of change is not informed by y e that 

of the problem, or any comprehensive strategy 

explicitly recognizes: 

— the utility of- m:QM3yI.ac tjc3ctjm> 

— the tradeoffs between one change and another; 

' the cumulativejmpact of piecemeal change on the, 

actuiTliSfHKrSfthi entire system. 

So, for example: 

-- 

ns congressional supporters ^^vot es^were 
won by the argument th certify to Congress 

personally have to authorise for the 

r Hflnn'rsecurity (and thus himself be clearly and 

personal ly G accountabl e for such actions ; un.ike 

the earlier Castro episode ;• ^^Ms requi rement 
But what has been the resu - rep0 rted not just 
now means that covert eight separate 

to an oversight committee but to eigne 

committees; theS L„H 7 ed disclosure gives indiyl djial. 
for members' unauthorized disci 

con gr essmen a . vir ^ a { -^^ 5 fbout £ th'ese matters; 
majority opinion ^ongres^^ restricts Jdhjt, 

precfd S ed W ?he n vote onlhe Hughes-Ryan Amendment. 

The current draft bill of » « different 

on Intelligence addresses a 
problems at very 

refle ^-"L , 'ff 2 TiSo^^ f°T executive 

penal ties'for^unauthori zed disclosure of intelligence 
materials. 
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— iJTpRM- 11 worki ng gro up) follow-on is 

trying to tidy” up one problem after another, gj 

one at a time, with little overview of possible 
tradeoffs and interactions. 


What is to be done? Somewhere, someone should have a 
strategic overview of the problem and should be pul ling together 
the relevant parties and pushing them towards a purposive conclusion. 

Candidates for "strategic director" include NSC (possib ly 

the Senate Committee (maybe Miller), the Agency (perhaps STATINTL 

I suspect that the first two candidates will not play this role. 

If you, in close collaboration with someone in the Agency, wanted to 
tak e the offensive and provide at every point a more thoughtful, 
more comprehensi ve, deeper view of the problem, thal, 
fnr thp taking . My "report" is presented, therefore, not only as my 
answer to your narrower question about guidelines, but also as a 
first cut at an overview of the forest that might after appropriate 
revision and expansion — provide some of the basis for your_£: 
t jh|0 arniimpnt to- thn rp ^t. p f 

To develop an overview that is simul taneously comprehensive 
and deep; to develop a strategic plan; to do the strategic management— 
each is a big job that will require substantial investments. The stakes 
are high here— but they are high in all the issues on your desk. Not 
sitting in your seat, or even being aware of many of the other issues 
on your desk, I won't presume to recommend that you invest your time 
and energy here rather than elsewhere. 

If after you've read the memo that follows and thought about 
the larger strategic problem, you want to hear more on this last 
subject, I have a few thoughts about a plan of a ction.. 

After too long a delay, and more hemming and hawing than 
I like to acknowledge, the ball is now back in your court. 
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GUIDELINES FOR CIA 
FOREIGN INTELLIGENCE ACTIVITIES 


The report that follows is d • scussefthis^orfai 


i ne of 


talking 


and i 5 d?scussed this format and agreed that it 
wil l^serve to highl <sht th 

paper' or' a' long me^andu^wh'atever! The form will depend on how 
you might want to use it. 

The major ideas in this report have 
memo. Here they are presented in a more log 

This report is organized as follows: 

I. THE SETTING 

-■ sttaara svaxa »"* 

?«r?Uv S action the U.S. takes against non-U. S. 
citizens abroad harm important U. . 

. I_ JT ^ --.4- -T u r>r 9 

/. I" . IS 


I i 

objectives? 

A CODE OF ETHICS 

:: ’.SI 2S™ K“S’S“ - 

:: ’ir.ihr.sSi..... 

about guidelines and a code of erhics. / 

III. E l FMFNTS OF A SYSTEM OF G UIDELINES 
IV. RULES 

general principles 

— specific guidelines 

V . A PROCESS FOR APPLYING J TTE_RULES 

VK r ppnrFSS FOR ENFORCING 

if t t a spOCESS FOR OVER SEONGJ^R ACFIC]L J1L R ' U ' T2 2l; 

VII ‘ jppTTr TTIM:~AND' niFORC EMENTr 


II 
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. these 15Sue s to Congress, 

hV c^orhevefwirhirfhf Agency one needs a_shor 

P** C people" come to this issue with 

Pf unvaried backgrounds and prejudges: 

SUC u S should engage in any 

__ some wonder why the U* * 

clandestine action at all, 

— others are 5 }f jp^ndestiniTactions abroad; 

whatever off ended by Soviet 

__ still others are confuse - ^ citizens' phone 

electronic eavesdropping Congressmen, but 

calls or Korean payments to u ^ their wt e 

uncomfortable about the pract i C es in the 

K SSSWr... 

a mble should establish a caS»SJ^4^®»rtt«, 

A good preambl . h spec ific issues. Fo a nd so me 

nthin Which to “dress v scope of the proo about these 

t can serve as < [ X|51S^ s “ For people “ qene r a l introduction 

, ide i y accepted on^lu^e^ d rve a points to be made 

irmajor dimensions of the problem. 

are the following- - n clandestine 

11 s Government engage that violates the 

.. *• abroad* that°is not acknowledged u> if 

aC i Y nations against whom it is ta , vio i at ion of 
laws of nations y citizenSj constitute a fi actlV ity 

taken against nhts ’and U-S- law- Some f mi «- s ile silos or wheat 
African s taking pictures of " n ng from the 

involves satei oipctronic devices h . tn^t qood 

fields; some invo^ ot her communications; som^ ^ ^ documents 

old-fashioned espionage wherSp^ spy ^gi^^ dQuble-agent 

"- 1 inten - 

::::::;ty - — -t:;- 

, ., „ c enqage in any clandes 

HI Why should the U-S- eng g 
activity? 


2 

Approved For Release 2000/08/30 : CIA-RDP81 -00261 R000500030056-7 



Approved For Release 2000/08/30 : CIA-RDP81-00261R000500030056-7 

\\ , tic t^lcps aqainst non-U. 

(Z) cnizfn/ha’miUt-t U.S. val.es and 

objectives? 

■in ariv cl andestine 

art- ions taker^ by_TO_a—a-^ natio nal sgaig J . Un -j on 

s«itimis3rSEarI5l£ifffl T £S- 3 -_ ? ^^ that 

S e S g ”Vn»i”«r f< ^ advanced by 

harm U.S. interests. Bec^ do not want us to ha^^ ^ 

long 1 as"they do not ,tnow th tLved^riS ^nO nq thout 

2SS 

acknowledging our role. The success es. But it has pr 

a°numher°of f examples U -he the point: 

_xr t 


— wi 




mples tnac r 

without the ^velopment of highly tfe P^tieat^ 

*ss?£S£- 

could never have been negotiate k e certain 

commit the Soviet Union not to ^ m 

actions, for example, not society and the 

Given the closed nature o 0 n_site inspections, 

Soviet’s unwillingnes^ confiderice that the Sovie 

were^adhering^to^the ee-nt-.-^ of «H- 

If^ve cUrt«ti* « ls1tt 

of^any^ successful ^oncl usl on of current SALT 

negotiations. 

. .... ...a 

hs;.;:r.=”S h ” ; .‘ 

the hostages unleS L i ai i s W ere released what 
prisoners in Israeli ja^*' ^ion existed? 
alternatives to ^"hf+errorists would not permit 
President Amin and situation- Actions • - 

„V *■.«• cnrveill ance of the sixuu ,- kely to free 

olferved local Ugandian law were not m ^ ab nity 

fhfhostages. Shou d the^U.S.^ y ^ o „ Entebbe? 
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- if terrorists were divert, a large 
uranium from a nuclear reacto interests 


3ir o f r “untries U.S^ security and^ntorcst^ 


C. run Tiny 

leople are candidly skeptical ,__ b nd . t he tradition al^ 

^ in?eUigen“e action against n<=n-U.S- 

cnfzenfabroaS can h’arm important American values and 

- The power of the U .5. £523*1 ^^^hfhllSn' s 
estimated by mos^ Am ric ^ ^ example is our 
contention that th abroad overstates the 

most powerful instrument even less tenable, 

point. But the opposite view^ the ^ 1S 

As the most open-society^- ^ lawlessness: 
most vulnerable to terror ist technologies like 
terrorist activities ^assi nation. Weak as it is, 
plastique, and eve " a ^fenses against such action 
one of our strongest defens y and moral 

is to be found in weakening rather than 

taboos. Our nat1 ° n - nt 0 n political assassina 

strengthening such re of the blackest 

record' of S the' late 19S0S and 

— Foreign i ntel 1 i gence ^ti vities U.S. 

often not entirely comp " policy include many 
instruments of American ^f p P ssible to achieve 
large organizations. Rut where an agency 

a finely-tuned consiste '<*' ' vUe discretion 

engaging in covert cont 8 ary t0 the prevailing 

the likelihood of a nnliev increases, fhe 

thrust of American foreig P c , — i n fact 

most celebrated recent exampl- Ch CJA ct1ons 

dfrecfp. 
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— While the U.S. Bill o government has always 

non-U. S. citizens, the I J ;,£’ v aht5 / President 
asserted the concept -j rt our foreign 

Carter has made this a g t hat regularly 

P °i 1cy ?nmati cal Inviolate their own citizens’ human 
and systematical ly , - z * -t v/ere to 

right! If U.S 1 «teinsen“ c ' 

engage in regular, Y-^ — ^jp-p^Tt i orTwoul Snot 

of those same ions would belie the 

only be 1 inco '?^ the’President's policy proclaims, 
very values that th * has engaged m _ 

SSMoMjSon. e. 9 -, n P°™ n r^- 

:f„ir 5 abou?'Peir own Soprnment^J^ <»*»*<«*« 
A CODE OF ETHICS 

. , » rn rte of ethics" requires a 
simil ar°preamble d that S clears f away C a number of unhelpful pro- 
conceptions: 

- the widespread view at the Agency 
^s’foiNrt.l^S^lvlties abroad; 

— the view— prevalent in Congress and 0 f 

gence community— that the rr ^ ttl P t1p ( | own 
a U rogu^el ephant so as to prevent abuses; 

- the suspicion-in the Agency o and t elsewhere--that 

anyone who advocates expectations about 

actual behavior of 

members of an organization. 

Among the points to be made here are: 

A. Ihe_JhnEortanceof^^id^linl|- and !!"' 6 
hom! emerges 3 from ^juxtaposition of two i-educibl, ejects: 

(“the necessity for clandest neact’vi ty S y .objectives; 

4 i ?2^hr^i^ihl" iSrtlne activity will relate 
important U.S. values and interests. / ^ ^7 . .. / 
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that can be' le^ed' the Important 

unlnM that can be violated by clandestine activity must he 
addressed by a system of guidelines that determines how_competing 
values are to be weighed in specific cases . 

The purpose of a code of ethics (or system of guide- 
lines) is to motivate, shape, and constrain the behavior o 
professionals in the intelligence community in ways that will 
Restore public confidence i n lawMJLntelligen^ and give intel- 
ligence officers pride in thei r^ raf^ssjon. More specifically, 
the purpose of a code of ethics is twofold. 

— positively, to inspire intelligence professionals 
to courage, invent i vgnes s, and effectiveness in 
performing one of the most important and critical 
functions of American government; 

negatively, to restrain behavior from infringing 

basic rights and other important values. 

The positive and the negative are two sides of the same coin. 

B. The Pos sibility of Useful Guidelines,. .In talking 
to people _ atTTA~and _ eTsiwhere, I r ve been surprised to dis 
cover how many people believe that it is not possible to 
devise useful guidelines for CIA. Some base this conclus 
/ on little more than the conviction tb^-j4^4^^ 

' tauah this .wa m-flf- r n fnnn will eventually pass - But a 

number of more thoughtful individual s come to this conclusion 
after hard thought about the extraordinary diversity of 
circumstance in^hich clandestine action may be taken and 
the inherent ethical ambiguity of activity o» this sort. 

This view was stated pointedly by Ambassador Harlan Cl eveld 

in a speech at the Agency last year when he said. A written 
rode of ethics can never be comprehensive enough or subtle 
enough to be a satisfactory guide to persona behavior as a _ 
nnhl i r servant General prescriptions, whether in the Torn 
Sf d« or don'is. are bound to be so general as to be useless 

or so specific as to be unworkable. 

Havinq walked around this problem more times than 
t likp to admit I can give you an ambiguous answer to at 
iVast one question. AmLssf r Cleveland and other w o argue 
that it is not possible to devise useful guidelines for tne 
•intell iaence community’s activities abroad are incorrect. _ 

Ifose X answer "no"\o the central question have been misled 
by too narrow a conception of the problem. 
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My grounds for confidence about the possibility of 
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s uch _nn.id.pl j noc nnw ex^t ,. Though nowhere stated as such, or 
assembled in precisely that form, the body of law, executive 
orders, internal regulations, and informal mores governing 
CIA do constitute a network of guidelines. These guidelines 
mav not hp aq rlnar.._3.c the,)' np.ed Ixuiae . Nonetheless, in the 
day-to-day operation of the Agency, these guidelines provide 
important, useful direction to, and restrictions on Agency 
activity. For example, why does the Agency not target U-S. 
citizens for clandestine collection within the U.S. (or when 
it does so, stand in clear violation)? Because the legisla- 
tive charter embodied in the National Security Act of 1947, 
as amended, states “the Agency shall have no police, supoena, 
law enforcement powers, or internal security functions." Why 
do station chiefs not use missionaries in foreign countries 
for cover? Because a DDO log notice declares missionaries 
off limits. Why do case officers not enter into contractual 
relations with working members of the media? Because you and 
your predecessor issued internal regulations prohibiting this. 

Why are case officers so protective of their agents? Because 
of their conception of their professional obligation and 
personal relationship of trust with another individual whose 
life they have compromised. 


C. The Role of Gu id elines and a Co de of Ethics . Any 
effort to write guidelines will contain a list of dos and 
don'ts. But that list of dos and don'ts, whether embodied 
in internal regulations like DDO log notices, or perhaps evert a 
formal code of conduct for intelligence professionals, will not 
stand alone. In fact, it will be but one element in a "syst em of 
guide! i nes . 11 This system of guidelines includes not only a clear 
statement of rules , but also a process for app l ying the rules to 
hard cases, a process for enforcing compliance, and an independent 
process for o ver see ing the community's practices. 

This concept of a system of guideline s serves as 
the organizing principle for the discussion: 

— Rules (from general principles to specific 
guidelines, and perhaps even a formal code 
of conduct); 

— A Process for Applying the Rules; 

— A Process for Enforcing Compliance with the 
Rul es; 

— A Process for Overseeing Practice in Rule- 
writing, Application, and Enforcement. 
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1 one may them to try 

* wcyjdJlflJ^^ Such a pr0 fes- . 

to formulate a forma ■• tra i values for intel J- w ar d cases 
articulate a half doze 1 illustrative example be f we1ghed and 

sionals and en P how competing val larger system, 

with suggestions ab< ^ fic instances. VJh le^tn of 

traded ofr in include many specific d executive orders, 

of guidelines wa 1 incl^ud ^ ^ assassination executi^ ^ ^ 

ethical nature i oq notices; etc.- code. 

internal regul a 1 ’ o the level of dd “’ f r ° the intelligence 
cannot bed f“ ion5 ant i circumstances differ inq ru ies to 
. professional must excise d ™"d"t 4inguish bjjj* 

bear hard 

cases. npfensive About 

D * that 

a strong case can evide ntly guilty 

- As the accused-and ™ 9^ Agency is the target 

of some serious ab' use tn ■ J in congress. 

of many reformers, especiai y^ rr jtl£^ 
D efensjjjenes sji^ 

in fact, the system of suideli ne^theAg ency 
several V years--when^tbi ed up 

presented— can be sho ^ sys tem of guidance 

thoughtful, and ef aaency in Washington— 

as Sere is for any If the Agency 

-irvr-iudina especially the J^r-P^ive in explorjjl^ 
i n ook the of f ensi ve and wa fflf^srtSrTfiTSS^- 

theJuuAUile*^ iSence Ipecifically lavrfal 

I tTaTrole of intelligence, h and in arguing the 

m^i^g Sste/of 3 oi d eline^;n tore 

and the 

^Hs^ers internally 
„ today the inteHigence immunity M 

as" M^nda^o^ n 
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DQSture of greater openness necessary for 

>(oi ex a c a o n n rrznft /srr, ^ qj a,. RjOjP ft* <5 cn\» rh n nnrfi&S&a 


(as 

(as 

alrSpfi^^ agencies of government) 

should at least be explored. 
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III. 


ELEMENTS OF A SYSTEM OF GUIDEL INES 

The organizing principle for this ^ussi orris a 
guidelines." The key elements of this system are. 


'system; of 


A. Rule s 

— General Principles 
-- Specific Guidelines 


B. A Process for Apply i ng the Rules 

c. A Process for Enforcing Compliance with the Rules 

D. A Process for Overseeing Practice in Rule-Writing, 
Application^ and Enforcement 


IV. RULES 


A. General Principles . 

Rules for the intelligence community consist ofboth 

general principles and specific gui a Kiish the context for more 
Ire the genera! pnncip es that ish^conte^ pr1ncip1f!s , 

i P hI)e'triId U trformulate the minimum number that could serve 
to establish a working context. 


^Recall 


thlS SyS t !--° f T,IlSj 'ThIt 1 inIludes r recruitment, selection 


Sftem U ll 9 apIs!“oi?-tir=nd restrains the behavior of members of 
the organization. 
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remed' 


because 


1. Espiona 

Approved For a Ti5£t 

values and interests, clandestine action should be under- 
taken only as an extraordi nary remedy, and where the benefits 
of the clandestine action, and the advantage of pursuing the 
objective through clandestine means rather than overt means, 
have been clearly identified. 


056-7 


This principle establishes a prpsiimptiniL^^iX L^ 
r. i a r t. i op . It puts the burden of p roof on those 
advocating clandestine action. 


(Contrary to the impression created by recent 
revelations, clandestine activity has mainly been considered 
and authorized as an extraordinary act. The most dramatic 
indicator is budget. Even Marchetti and Marks, whose thesis 
is that American intelligence is dominated by covert action, 
estimate the budget for covert action in ‘75 to be only $750 
million. . In discussing this subject, I've Found that many 
seeminglyinformed New York Times readers, and even some 
writers, bel ieve that the covert action budget must be many 
billions.) 


2. The most fundamental principle is that the President 
(and government) should not undertake actions in secret that 
could not in principle be defended to th e American public 
and meet the test of political viabil ity.~ There' is a view 
that the American people are not sophisticated enough to 
appreciate the need for covert action, don't understand the 
exigencies of state, and are naive about the dangers inherent 
in the world. While there is considerable evidence to 
support this view, the U.S. government is constructed on a 
quite different presumption. That presumption is that, on 
balance, and .ovpr tlm p, a process that forces the President 
and the government to seek and win the support of the 
American people to sustain a chosen course of action is 
preferable to any other process yet invented for selecting 
and sustaining public policy. The record is mixed. But on 
balance, and overall, this democratic presumption has a better 
batting average than any competitor. (Recall Churchill's 
remark: democracy is the worst form of government— except 
for all the others.)* 


*N0TE: Political viability is not measured by a direct poll of 
public opinion. In our system of government, political 
viability is determined by an amalgam of views of the 
President, Congress, courts, and citizens. 
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What does this principle 
activity, that is covert action 

Approv&dFof]Rejease,20W/0®/?Prf PjA-ftLn T1 enrmvMK - Be mg 

collf-M™ are the influencing agent) and clandestine 

do int vlnt ( 1 I C,rt t0 / 0,,act information that others 
do not want us to have and without anyone knowing that 

• cW th Ct n c U)? In thG dbstrdct > implication 
clear, the U.S. government should not undertake actions 


is 


that-XQuld not 




Si°^ u U S iXrU^antjmssib lf to hdvp 'a. J uU^ranii-EMbl i c 

f fctiviffffi .st J he P™ 0 * 1 ? 3 ! fi ’lemma i s that clandestTJST 

be ^biected t„ y t^ Ph' 0 " E SeCret arld cannot therefore 
De subjected to the full, open processes of public debate tn 

determine whether it meets the test of political viability 

I "nnr ^/"^tutlonal challenge: to deJlse^ 

pri^f^T^" ■ swr mfftPjCQCfi5.V That’s the point of 

j. j ec ^cse cl an destine activity cannot h e subjected 

■ ^ ie c n 0 T^sL otf_ope f 2 _p_ubjic debate, it mustTFe 

^ an a PP r °P r1ate sur roaajejimr^x : 

a process that engages surrogates for the interests that 

would participate in full public discussion; involves 
hem in a serious, disciplined private review of proposed 
an ongoing covert actions; and requires their support in 
ways substantially equivalent to the normal democratic test 
of political viability. No easy task. l ™.ic test 

arti vi j v T £ 6 present proce P for authorizing clandestine 
activity, for overseeing the process, and for checkina 

cinlf ra P resent f. at ] east ° ne attempt to meet this prin- 

thiJ JeJ f 3 U h St ’f n 1S h0 t we h current Procedures meet 
mis test and how they can be improved. 

principl e r are^ 19htl:y Specif1c implications of this 

activity must be consistent 
wUh_oggn^l y announced substa ntive polici e s^ToFTec^~~ 
tnat have been establ ishedl iy thlTTiormaT^ 
process of gover n ment ; and — 


v/f 


th at the President and Director of CIA 


( 2 ) 

should be prepared t o defend 
categories 


in 


= — = _ publ ic the broad 

of clandestine activity in wh ich the U.S. 


engages, though not the specific actions themselves! 
inis is clearly controversial; and contrary to the 

thp C |Vs e ° f th ® PaSt * Accordi ng to this principle, if 
the U.S. is going to provide clandestine support 
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tion parties are being funriecTby other nStW, WX 

general class of action should be defended in public 
debate. This does not mean, however, that the U.S. 
government's action in funding any particular party 
should at the time have to meet the test of public 
debate (since it will not be possible to make public 
all the information on the basis of which a full and 
open debate could take place). 


STATINTL 


It has sometimes been proposed that we add a 
fourth principle of pub! icity, sometimes stated as follows : 
if a particular clandestine activity were made public, would 
you be proud of your action? I find this proposed principle 
unsatisfactory. It is both too loose and too tight. ( 

On the one hand, the pri nciple is too loose: individuals 
notions of pride differ. would be proud to 

have made public many actions that most Americans find 
offensive. On the other hand, the principle is too tight 
and restrictive in that clandestine action is by its nature 
secret and unacknowledged. The grounds for the decision to 
enqaqe in clandestine activity in a particular case, and 
the circumstances that surround that decision, encompass 
many facts and factors that cannot be made public. Conse- 
quently, it is not possible to present the full case in 
public for any particular action. Absent that full case, 
the public does not have full grounds for judgment. Con- 
sequently, the public test of support and "pride is not 
appropriate. That's the point addressed by the surrogate 

process above. 


B. Specific Guidelines 

Each class of clandestine activity presents a juicy 
target for endless juridical argument— both pro i a "?. cori ' 
will recall the lengthy debate about the Harvard CIA guideline 
requiring professors to inform their dean about any paid work 

they do for CIA. 

As an academic, I find it difficult to resist joining 
such arguments, for instance, about whether the intelligence 
community should be permitted to try to overthrow democratically- 
elected governments, and if so, under what circumstances. 

I have lengthy notes on both sides of proposed guidelines about 
a half dozen major classes of clandestine activity. 
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ma^jgr issues., to be weighed in choosing any specific guidelines, 
and to offer some general criteria that should be applied in 
choosing specific guidelines. The major issues to be weighed in 
devising specific guidelines are four: 

(1) the pros and cons of st atute v. exe cutiv e 

order v. i nternal regula tion; 

(2) the relative merits of flat p rohi bition s 
v. prohibitions subject to wai ver: 

(3) the advantages and disadvantages of engaging 
mo re external surrogat es (courts and Congress) at 
successive levels of specificity; and 

(4) the -impact of each guideline in con- 
straining abuse, encouraging undue timidity, and 
motivating professionals in the intelligence community 
to the desired mix of initiative, inventiveness, 

and restraint. 

Each of these issues invites lengthy argument. None 
is easy to weigh in specific cases. But for the sake of brevity, 

I will propose three general criteria for choosing specific 
guidelines — criteria that should, I believe, be widely acceptable. 

1 • The necessity for flexibili ty. The appro- 
priate course of action will vary substantially with cir- 
cumstances. For example, measures that should not be 
undertaken in peacetime or against a democratic state, 
should be permitted during actual or threatened hostilities 
or against a totalitarian regime. Circumstances change. 
Guidelines must therefore preserve flexibility to adjust 
to circumstances and to modify rules and procedures as 
conditions change. (This criterion has strong implications 
for the balance between legislative statute and executive 
order subject to Congressional veto.) 

2 . Guidelines should express i n ways 

that establish strong presumption s again s t~ vj o 1 a t i on of 
those values . Clandestine activity runs “inconstant risk 
of violating important American values. Guidelines should 
therefore state these values as clearly as feasible in 
order to affirm the values and to place the burden of 
proof on whoever proposes to risk harming the value. 
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3. t x ceo i f c omp et e , tne yuveM.- 

- circumstances. Recognizing .^at a i] ows appropriate 

individuals to bafanc ^^^ lines in extraordinary 

thus make exceptions to cue j 

situations. 

C„™itteJ^^ 
bitions on: 

- assassination °f foreign officials; 

„ s^cTaTTcUvity that has as its objective or is 
likely to result in: 

' - the support of international terrorist 

activities 

__ the mass_ destruction of property 

__ the creation of food or w ater^^horta^es 
or floods 

the creation of epidemics__grjll5ease5 

the use of chemicalJiialMi^ 1 ’ or other 
lelpons in vTinTtion of treats 

.. the violent 
country 

— the torture of individuals 

— the support of any action, "'p^pol icl! 
Siftfeiligence, or internal security 
forces of any foreign country, 

- the use for certain » i ?ufi 1 time C yisi^S«* i ? n or . 

persons who follow a ful 1 ^ un der sponsorship and 
who travel to a roreij , _ nar t of a U.S. 

sugifioxt-tif-ff^ 1 U,S 'dP siqned to promote education or 
g 5 ^Sm^ 7 rogram rs ; 

the a rt 

— the use for certa l -tg^tJ) 1 any^S^^edia 1 organization 
jcainLaJisis. accredited to any 


14 


Approved For Release 2000/08/30 : CIA-RDP81 -00261 R000500030056-7 



- Mrh of these prohibitions does ret i ecr suo« 

• In my . v 1 ew , each or expressed> These prohibi- 
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writing specific implementing regulations. 

,, -4-u tho „ mii delines is their form. 

The chief PChMP” “ese gu,d 1 oMbnions> and 

If stated fhlF!ft§5^ia?e 

^reformul ated (Snd^oSrhfpes^o^f^Tous fonaulataon 
of the values) should be acceptable. 

Though the draft d, 

or presumptions relating tojoneciifliu XH- 

several presumptions: Rrr^xample. 

'> referre< 1 

to break! ng 

- i ^^rrXre relevant for internal Agency 

A final pomt may mftre ^ ^ clandest ine activity, for 

purposes. If one takes eac • warfare " and asks what 

example, "propoganda or Quickly* discovers an elaborate 

specific guidelines now exist ° legislation to NSIDs t.o. DCIDs 
network of guidelines from charte 1 9 * estine activity, one 

to DDO Log Notices. For each classic ^ ^ expTic1t1y 

“viewed r and defined with careful attention to the major issoes 
identified above. 

V . Pi ppQCFSS FOR APPLYING I HQtHJiS 

The process for authorizing special activit^es.^spe^^^^ 

sSSS KSML- “ - 


A PROCESS FOR FMFORCING COMPl IANCQjIOiO!M5 

The Inspector General, the General Counsel, and the 10B- 

A PROCESS FOR 0VER^EElNG_£RACTICE_J[lLECECri J M11^^— 
^^e nfo rcement 

The Senate and House If 
especially if they would get their acts 3-- 
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Sections V, VI, 


***** 

and VII can be filled out whenever you like. 
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ADDI TIONS TO ALLlS Oji_CQNCEPT 


Section on public as an oversight process 

Policy of openness 

_ -m-it-itioris on sharing with public 

Acknowledgement of limitat 

Limits on F0IA 

Sanctions against disclosure 


II 


Section on rewards 

s mle and sacrifice of 

Acknowledgement of specia 

intelligence professionals 

System of incentives 

Medal s 

Retraining program for retirement 
Retirement program 


III 


Section on domestic activities 

FBI-CIA jurisdiction 

„ e fnr riahts of Americans 
Special concerns for ngncs 

Relations with American institutions 
Press 

Peace Corps 
Cover 

Electronic surveillance - domesti 
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IV Section on liaision 


Limited to intelligence, riot security 
Need to respect privacy 

22 May 1978 
cc : 
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